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HARNESSING EXTERNAL 
DATA SHARING TO UNLOCK 
TRANSFORMATIVE 
COLLABORATION 
 
Combining strategic priorities and 
meeting regulatory requirements 
for business effectiveness 
 
Data is at the heart of business success, enabling 
better decision-making, new business models, 
and underpinning effective artificial intelligence 
(AI). Sharing data across ecosystems creates more 
valuable data sets and delivers strategic benefits. 
However, external data sharing is still new to many 
organizations, leading to concerns about protecting 
data, loss of related intellectual property (IP), and 
ensuring regulatory compliance. Organizations 
can overcome these through a combination of 
regulatory/legal understanding and the right 
strategic/technology decisions.
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 - Strengthening ecosystems by sharing 
collective data and building transparency, 
trust, and coordination through a single 
source of truth between partners and 
measurement of activities, such as around 
sustainability targets.

 - Delivering greater organizational efficiency 
and creating revenue streams for all partners.

 - Allowing companies to seize opportunities 
around the green transition. For example, 
a study by Arthur D. Little (ADL) and the 
European Chemical Industry Council (Cefic) 
on the chemicals industry (see “Digital 
Technologies for Sustainability in the 
European Chemical Industry”) found that 
data-sharing platforms were among the 
four most commonly planned or currently 
used technologies and that big data use 
was expected to grow by 109% over time.

All of this leads to a beneficial flywheel effect 
as external data sharing matures (see Figure 1). 
Participants in data-sharing and collaboration 
initiatives can continually improve their business 
model and build competitive advantage, which 
in turn has the virtuous effect of attracting more 
data and partners, leading to customer and 
revenue growth. 

UNDERSTANDING THE 
BENEFITS OF DATA SHARING

The current explosion in AI is enabling new, 
fast-emerging business models, based both on 
generative and narrow AI. In many areas, we have 
reached an irreversible AI singularity that has 
removed barriers to growth and transformation 
for businesses.

Data is the essential fuel for AI and is now 
moving beyond internal sharing to span wider 
ecosystems. At a basic level, external data sharing 
enables compliance with regulations (e.g., the 
EU Data Act and forthcoming EU Digital Product 
Passports [DPPs]). However, the opportunities and 
benefits of data sharing go far beyond reactive 
compliance, delivering benefits on an economic 
and societal level:

 - Enabling the creation of more powerful AI 
models based on a more complete picture of 
events, with data providing deeper insights 
into customers and operations.

 - Contributing to digital transformation 
and creating new use cases.

Source: Arthur D. Little

Figure 1. The data-sharing flywheel and its benefits

Source: Arthur D. Little
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across different systems and devices in 
the energy management and automation 
sectors. By leveraging data, connectivity, 
and analytics, EcoStruxure helps 
participants optimize their operations, 
reduce energy consumption, and drive 
digital transformation. On the consumer 
side, multiple countries, including France, 
Norway, and Denmark, have created health 
data platforms where citizens share their 
PII data to benefit themselves and the 
wider health ecosystem.

 - Wider society, with all participants 
pooling their data in initiatives that focus 
heavily on the green transition. Examples 
include the EU Digital Battery Passport 
(see “The EU data economy” below) or 
tracking of Scope 3 CO2 emissions across 
supply chains.

3. Unilateral data transfer. In this model, data 
producers transfer their data to other parties, 
either freely or by charging for the service. 
Types of this approach include:

 - Data monetization by selling data sets/
insights directly or via data marketplaces. 
The global data monetization market is 
expected to reach over US $7.3 billion by 
2027, with a CAGR of 24.1% from 2020–2027, 
according to Grandview Research. Data 
monetization examples include AWS Data 
Exchange, which has created its own data 
marketplace, and telecoms company SFR, 
which sells anonymized user location data 
directly through its SFR Geostatistics 
service.

 - Open data to drive transparency and 
innovation. Data is available freely under 
open license to citizens and businesses. 
This builds trust with public sector bodies 
and enables innovations such as open 
banking, data-driven smart cities, and 
mobility data platforms.

MODELS TO MAKE 
DATA SHARING HAPPEN

Broadly, external data sharing and collaboration 
with partners and ecosystems can take one of 
three forms:

1. Data is shared as part of general business 
operations. Most organizations already 
share some data with their suppliers and 
customers as part of business-as-usual 
operations, enabling relationships to function 
and contractual obligations to be fulfilled. 
This may be expressly or implicitly covered 
by contracts and enables closer engagement 
and greater efficiency. For example, an 
organization might provide a subcontractor 
with operational information to streamline 
the supply of goods or services.

2. Data is pooled among participants. 
Organizations combine their data assets 
using harmonized models and standards 
with participants acting as both producers 
and consumers of data. These initiatives are 
normally led by a consortium, main player, 
or regulator. For example, Catena-X is the 
first collaborative, open data ecosystem 
for the automotive industry, linking 144 
members, including BMW Group, Bosch, 
Siemens, Stellantis, and SAP. It aims to make 
it possible for data to flow from the smallest 
subcontractor across end-to-end value chains 
to automotive manufacturers. Depending on 
the use case, the benefits accumulate to:

 - All participants, who control the data 
they generate (such as within digital twins 
or across the supply chain).

 - The shared final customer, who controls 
how customer data, whether personally 
identifiable information (PII) or not, is 
used at a granular level. As an example, 
Schneider Electric’s EcoStruxure platform 
is an open and scalable Internet of Things 
(IoT) platform that enables interoperability 
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3. Enabling technologies. Organizations 
can now access a full range of enabling 
technologies and innovative new approaches 
to underpin external data sharing. These 
include cloud technologies, data-sharing 
platforms, standardized data models, 
federated sharing, APIs, governance 
frameworks, and advanced cryptography 
solutions, which enable data owners to 
share data while maintaining control over it.

These models are driven by three key enablers:

1. Data regulations. Legislation at both an 
EU and national level aims to promote an 
open European “data economy” to ensure 
competitiveness and decarbonization (see 
sidebar “The EU data economy”). This is 
supported by industry-specific initiatives 
to enable the better use of data to solve 
problems at a sector/system level.

2. Business initiatives/opportunities. 
Emerging opportunities and regulations are 
accelerating the need to focus on turning 
data into value through external sharing.

The EU data economy

The EU is active in promoting the growth of a 
data economy in Europe, creating a single market 
for data to reinforce competitiveness and digital 
sovereignty as well as to drive decarbonization 
and sustainability. The 2020 European Strategy 
for Data translates into specific, concrete 
regulations/initiatives, including:

 - The Data Governance Act (2020), which seeks 
to increase trust in data sharing, strengthen 
mechanisms to increase data availability, and 
overcome technical obstacles to the reuse of 
data. It introduces measures to:

 - Facilitate the reuse of certain public sector 
data that cannot be made available as 
open data (e.g., health data).

 - Ensure that data intermediaries function 
as trustworthy organizers of data sharing 
or pooling within the common European 
data spaces.

 - Make it easier for citizens and businesses 
to make their data available for the benefit 
of society.

 - The Data Act (2022), which seeks to 
harmonize rules on fair access to and use 
of data, including data generated by IoT 
devices. It clarifies who can create value from 
data and under which conditions. It makes it 

easier to transfer data (“portability”) between 
service providers to increase aftermarket 
competition, adopts measures to prevent 
abuse of contractual imbalances, enables 
the public sector to access and use private 
data for specific public interest purposes, 
and clarifies the role of the sui generis 
database right as regards IoT-generated data.

 - Digital Battery Passport (expected to be 
mandatory from February 2027). The first 
DPP, this will provide full information across 
the battery lifecycle, from manufacture to 
recycling, with the aim of creating a circular 
and sustainable battery ecosystem. It requires 
data sharing across the value chain between 
multiple players and sectors. Further product 
categories will follow, covering areas such as 
textiles, construction, consumer electronics, 
plastics, chemicals, and automotive.

 - A project to create 10 European common 
data spaces, ranging from industry to 
mobility, from the European Green Deal to 
energy and health. Gaia-X is an early example 
in this area. It will create an ecosystem of 
networked data spaces in which data can 
be linked, securely shared, and easily ported 
between different infrastructure providers 
through fixed standards and open interfaces. 
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Strategic challenges

 - Value. Through in-depth research and 
analysis, organizations need to identify 
opportunities and understand how value can 
be shared with other participants to deliver 
value to all players.

 - Intellectual property. Organizations should 
put in place stringent governance processes 
on when data should be shared, and audit 
and catalog all data that may be shared to 
minimize the risk of disclosing confidential 
information/trade secrets without appropriate 
safeguards and limitations.

 - Competition. To guard against the possibility 
of handing competitive advantage to rivals, 
organizations should explore frameworks 
that balance data sharing with protection 
for operational/process information.

 - Regulation. Regulations shouldn’t necessarily 
be an obstacle to data sharing (see sidebar 
“Data sharing — The legal perspective”).

CHALLENGES TO 
DATA SHARING

Organizations often have a series of preconceived 
ideas around data sharing (see Figure 2). 

Overcoming these requires cultural change, 
from the top down. Senior management needs 
to understand that external data sharing delivers 
increased value to all participants. As well as 
changing mindsets, organizations must tackle 
challenges around three main themes to drive 
success: strategy, governance, and technical 
implementation. 

O R GA N I Z AT I O N S  
S H O U L D  E X P L O R E 
F R A M E W O R K S  T H AT 
B A L A N C E  DATA  S H A R I N G 
W I T H  P R O T EC T I O N

Source: Arthur D. Little

Figure 2. Common preconceptions around external data sharing

Source: Arthur D. Little

Figure 2. Common preconceptions around external data 
sharing

PRECONCEIVED IDEAS REALITY

• Data is valuable and needs to be protected • Value creation stems from the crossing of 
multiple data sets, possibly owned by different 
organizations 

• Data sharing is not strategic • Data sharing can be a source of competitive 
advantage

• There are key strategic aspects to data sharing

• An organization loses control of its data when 
it is shared

• When done right, with trusted partners, 
organizations can keep control of their data

• Data sharing & collaboration are about finding 
the right use cases

• Multiple potential use cases can be unveiled 
when sharing data

• Data is valuable & needs to be accumulated • Abundance of ungoverned data coming from 
partners can be costly & is better managed jointly

• There are many legal hurdles to data sharing • Legal considerations can also open up 
possibilities

• Any data-sharing issues risk reputational damage • Data sharing drives competitiveness & enhances 
reputation
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Data sharing — The legal perspective

Legal constraints are often perceived as blockers 
for data-sharing practices. However, this is not 
necessarily the case. In fact, regulations can 
even enable external data sharing in some areas. 

Organizations generally hold three common 
concerns around the legal aspects of external 
data sharing:

1. That it is difficult/impossible under the 
General Data Protection Regulation and 
other data-protection legislation. In reality, 
data-protection legislation encourages 
data sharing by directing organizations to 
establish a clearly defined purpose for the 
sharing, providing a number of grounds on 
which personal data can be shared and making 
sure the personal data itself is accurate and 
kept up to date. Contrary to popular concerns, 
organizations need not always obtain the 
consent of the data subject to share personal 
data but can instead rely on other grounds 
such as “legitimate interests” to conduct the 
sharing. Strong privacy and cybersecurity 
frameworks that reflect legislative 
requirements are also key to establishing 
public and stakeholder trust. For example, 
the sharing of sensitive personal data is key 
to the success of Denmark’s world class digital 
health infrastructure, which sees high levels 
of public trust due to its strong IT security, 
according to a report from the World Health 
Organization.

2. That sharing commercially sensitive 
information (CSI) with competitors 
breaches competition law. These 
concerns can be overcome by:

 - Sharing data with a third party that is 
not an actual or potential competitor. 

 - Sharing non-CSI.

 - Demonstrating that data sharing is 
necessary and proportionate to achieve 
certain pro-competitive efficiencies/
benefits that are passed on to consumers 
and which outweigh any anticompetitive 
effects; is limited in scope to what 
is strictly necessary to achieve that 
efficiency/benefit; and will not 
substantially eliminate competition  
in the market.

3. That sharing brings IP risks, namely loss 
of control of a company’s own valuable IP. 
These concerns can be mitigated by:

 - Identifying what IP rights and confidential 
information may subsist in the data.

 - Recognizing that IP rights alone will 
not protect your data and building 
and maintaining data “ownership” into 
contracts by being aware of agreeing to 
terms that may erode that control.

 - Putting in place a confidentiality regime 
that makes stakeholders conscious of the 
actionable risk of inadvertent disclosure 
or contamination by accidentally receiving 
that material.
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 - Operationalizing customer consent. 
Scaling data sharing requires organizations to 
operationalize and scale seeking and providing 
customer consent. For example, Dutch energy 
grid operators, working with ADL, initiated a 
new Energy Market Facilitation Framework. 
This enables the permission-based sharing 
of personal energy usage by customers, such 
as when they apply for bank loans for green/
solar renovations and battery storage or 
are provided with new services to manage 
electric vehicle batteries, such as predictive 
maintenance and optimized charging.

J O I N I N G  A N  EC O SYS T E M 
R E Q U I R E S  A  S T R U C T U R E D 
A P P R OAC H

BEST PRACTICES IN 
EXTERNAL DATA SHARING

Excelling at data sharing and collaboration starts 
with strategic decision-making and then relies 
on four key capabilities to build momentum and 
value. Steps in the process include:

 - Start by defining the strategic objective for 
external data sharing and collaboration:

 - Comply with regulations.

 - Structure an ecosystem to gain 
competitive advantage.

 - Create new value.

 - Join an ecosystem to reinforce 
current position.

 - Follow other players to prevent being 
sidelined by future developments.

 - Then define the level of acceptable risk around 
the value of opening data versus exposing it 
too widely.

Governance/trust/process challenges

 - Trust. Building relationships between 
organizations that normally compete can 
appear complex. All parties within the 
ecosystem therefore need to work clearly and 
transparently to establish trust and guardrails 
for data sharing, while also ensuring that such 
arrangements do not facilitate collusion, 
anticompetitive foreclosure, or otherwise lead 
to potential competition law infringement.

 - Role. It is vital to define each player’s role, 
missions, and decision-making processes so 
that it is clear how the ecosystem operates 
and where value is created for each partner.

 - Ethics. While sharing and reusing external 
data may be perfectly legal, certain uses may 
be viewed as unethical. It is therefore vital 
to be transparent about how and why data 
is being shared and who has access to it.

 - Standards. On a technical level, organizations 
must agree on interoperability approaches, 
standards, and automated processes to 
streamline data sharing.

 - Funding. Organizations should unlock 
necessary investments by identifying the 
business benefits that external data sharing 
brings in terms of efficiency, innovation, new 
revenues, and compliance and use this to 
unlock financing of shared capabilities.

Technical implementation challenges

 - Platforms. At a technology level, ecosystems 
need to be built on well-designed, 
interoperable, and maintainable platforms.

 - Alignment. Ecosystem participants will 
have different levels of data maturity and 
diverse data architectures. Platforms must 
therefore be able to integrate with a range 
of technologies across different formats.

 - Innovation. To unlock future use cases, 
technology must be able to leverage 
innovative solutions, such as blockchain 
and multiparty computation.
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3. Activate your ecosystem by building 
partnerships that augment internal 
capabilities, assess scope of the minimal 
viable consortium, establish a value 
proposition for each partner, and define/adopt 
governing roles and responsibilities.

4. Continue to monitor value creation, 
especially to identify new and emerging 
uses for data sharing.

External data sharing is at the heart of increasing 
competitive advantage and delivering business 
value, particularly around AI, compliance, and 
meeting sustainability targets. To achieve 
success, organizations must take an ecosystem 
approach, based on a considered understanding 
of strategic, regulatory, legal, and technical 
themes. Joining an ecosystem requires a 
structured approach that answers the key 
questions illustrated in Figure 3.

 - Next, identify potential data ecosystems 
to create, develop, or enter and define the 
organization’s role within it.

 - Identify potential use cases and sources 
of value from sharing; consider any ethical 
risks that need to be understood to mitigate 
possible reputational/revenue challenges.

 - Finally, consider on what basis the proposed 
sharing of data might end and what will happen 
to the shared data in that circumstance.

4 key capabilities

1. Understand internal data management 
capabilities, including cataloging current 
internal data landscape, competencies, and 
gaps.

2. Analyze external data-sharing capabilities, 
assessing the current partner landscape and 
potential opportunities.

Source: Arthur D. Little

Figure 3. Key questions around data ecosystem strategies

Source: Arthur D. Little

Figure 3. Key questions around data ecosystem strategies

Which ecosystems should 
we engage in to leverage 
the full potential of data? 
Which role should we take 
in relevant ecosystems?

How can we leverage data 
to capture value and what 

use cases to prioritize ?

Which partners should 
we engage with in the 
ecosystems & how should 
we engage with them?

How should we share value 
creation generated with 
ecosystem partners’ data?

Which data architecture is 
required to engage in 

selected ecosystems & 
scale defined solutions to 

realize identified value?

How should we structure 
the legal framework?

Questions

What should our value 
proposition, organization, 

and plan for identified 
opportunities look like?
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Data-driven ecosystems are reinventing the business 

landscape, generating new revenues, benefiting customers, 

enabling AI, and helping to meet sustainability targets. 

Organizations need to embrace external data sharing by:

1 Overcoming preconceptions, such as sharing leading 

to loss of control or competitive advantage.

2 Taking a strategic approach focused on their business 

objectives.

3 Understanding the legal and regulatory implications 

of sharing.

4 Identifying their own capabilities and any gaps around 

technology and skills.

5 Ensuring the right internal data management 

foundations are in place to facilitate wider sharing.

6 Understanding the best ecosystems to join to deliver 

strategic advantage.

7 Putting in place strong internal and external governance 

across the data lifecycle.

8  Identifying relevant use cases, monitoring activities and 

benefits, and building on successes to scale programs.

O R GA N I Z AT I O N S  N E E D  T O  E M B R AC E  
E X T E R N A L  DATA  S H A R I N G

CONCLUSION 

E N A B L I N G  T R A N S F O R M AT I O N 
T H R O U G H  E X T E R N A L  
DATA  S H A R I N G

1 0
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About Pinsent Masons

Pinsent Masons is a professional services firm with law at its core with specialist 
lawyers based in Europe, the Middle East, Africa and Asia Pacific.

We focus on the law, but the breadth and diversity of our professional expertise helps 
us to innovate to make your business work better. By understanding your needs, we 
combine efficient processes, deep sector knowledge, technology and methodology, 
with the expertise of all of our people, to deliver outcome-based solutions that enable 
you to achieve your business strategies. 

Pinsent Masons are regularly called upon to work on the highest profile, most 
complicated and innovative projects. We have cutting edge experience relating to 
some of the hottest areas across the technology ecosystem, such as connectivity, 
data and AI and digital transformation.
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Arthur D. Little has been at the forefront of innovation since 
1886. We are an acknowledged thought leader in linking 
strategy, innovation and transformation in technology-
intensive and converging industries. We navigate our clients 
through changing business ecosystems to uncover new growth 
opportunities. We enable our clients to build innovation 
capabilities and transform their organizations.

Our consultants have strong practical industry experience 
combined with excellent knowledge of key trends and dynamics. 
ADL is present in the most important business centers around the 
world. We are proud to serve most of the Fortune 1000 companies, in 
addition to other leading firms and public sector organizations.

For further information, please visit www.adlittle.com.
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